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Preface

This book provides a thorough introduction to the topic of maritime security, as seen
through the eyes of practitioners who have decades of on-the-ground, experience-based
knowledge in seaport security, vessel security, commercial maritime transport, port oper-
ations, cyber security, and maritime law. This book is directed to the academic student,
government Homeland Security official or policymaker, and private sector maritime
security professional. Specifically for these readers, the book details the fundamentals
of commercial shipping and how the business functions; the threats and vulnerabilities
to the links in the cargo supply chain; strategies, policies, procedures, and practical mea-
sures which have proven to be effective in mitigating terrorist incidents, narcotics smug-
gling, pilferage, stowaways, and piracy; the laws and international Conventions which
codify maritime crime and the legal authority for response; and a window into how the
U.S. government provides a coordinated, whole-of-government response to international
maritime incidents.

It wasn’t until after | left my position as a CIA Counternarcotics Analyst, which
included stints as the CIA Liaison to U.S. Coast Guard Intelligence and as a member
of the Vice President’s Narcotics Interdiction Task Force, and working in the field for
several shipping lines, did I realize the critical value of learning the “business” of com-
mercial maritime transport and how seaports and ships actually function. During my
first few years in the private sector, | rode many cargo ships through the Atlantic and
Pacific Oceans and worked side by side with seaport and shipping line employees in
most countries of Latin America and the islands in the Caribbean. Gaining insight
from these experiences, learning the native language, and understanding the culture
provided me with a somewhat unique perspective on maritime security, one which
was key to the development and directing of highly successful maritime security pro-
grams for the top 20 shipping lines in the world and several of the largest seaports
in Latin America. Working on the “front lines”—or, more appropriately, “behind the
lines”—of the War on Drugs, | learned that successes could be achieved when effective
and comprehensive security policies, plans, and procedures were implemented at key
initial links in the cargo supply chain and focus was placed at the first primary “choke
point”—the load seaports and their ships. In these post 9-11 times, with the commer-
cial maritime sector as a highly vulnerable target for terrorist attack, it is important
that private sector maritime security professionals and government officials and poli-
cymakers have access to the knowledge, experience, and “lessons learned” of practi-
tioners who have successfully operated in the highest risk ports in this hemisphere.
This is the reason | wrote this book.
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xxiv. PREFACE

This book provides the reader with a solid familiarization with, and appreciation of,
the key tenets of seaport and vessel security and commercial maritime transport, cyber
security, and maritime law, and will serve as a practical guide for those private and public
sector persons involved in maritime security.

Michael A. McNicholas



